
T1P1/2002-016R1
T1P1/2002-016R1


T1P1/2002-016R1



 EMBED Word.Picture.8  


PROJECT:
T1P1 Activity on Lawful Intercept for UMTS


 EMBED Word.Picture.8  


TITLE:
Recommended changes to address Quantitative Aspects requirements related with Lawful Intercept Capabilities for GPRS Packet Domain. 


 EMBED Word.Picture.8  


SOURCE:
Lou Degni

CALEA Implementation Section

14800 Conference Center Drive, Suite 300

Chantilly, VA 20151-3810


Tel:  
(703) 814-4729


Fax:  
(703) 814-4720


Sandra Lopez


Telcordia Technologies, Inc.


331 Newman Springs Road


Red Bank, NJ 07701


Tel:
(732) 758-3222


Fax:  
(732) 758-4196



      
e-mail:
slopez@telcordia.com


 EMBED Word.Picture.8  


DATE:
March 26-28, 2002


 EMBED Word.Picture.8  


LOCATION: 
Irving, Texas

 EMBED Word.Picture.8  


ABSTRACT:
This contribution proposes text to address Quantitative Aspects requirements.
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NOTICE
©2002 Telcordia Technologies, Inc. The proposals in this submission have been formulated to assist committee T1P1.  This document is offered to the committee as a basis for discussion and is not binding on Telcordia Technologies. The requirements are subject to change in form and numerical value after more study. Telcordia Technologies specifically reserves the right to add to, or amend, the quantitative statements made herein.  Nothing contained herein shall be construed as conferring by implication, estoppel, or otherwise any license or right under any patent, whether or not the use of information herein necessarily employs an invention of any existing or later issued patent.
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A. Introduction
This contribution proposes text to address shortcomings in TS 33.108 in the area of quantitative aspects requirements. This contribution addresses an action item assigned to CIS/Telcordia during the T1P1.SAH conference calls held on January 8, 2002 and January 14, 2002.

This contribution builds on contribution T1P1/2001-112 R0, which was submitted for discussion to T1P1.SAH at it’s August 10, 2001 meeting in Dallas, Texas, and on T1P1/2001-112 R1, which reflected actions taken by the authors to revise and resubmit as per recommendation from T1P1.SAH. The authors advise the readers to please see contribution T1P1/2001-112 R1 for additional reference material on this issue.

Revision 1 of this contribution provides additional references to relevant ETSI specifications which support the inclusion of explicit requirements for the support of “multiple Interception measures.” Revision 1 also adds options for incorporating the recommended changes.
B. Discussion

In the area of quantitative aspects, CIS/Telcordia believes that 3GPP TS 33.108 should be expanded in order to meet the law enforcement needs.  Section 4.14 of ETSI TS 101 331 v1.1.1 provides guidance in this area. The following text provides background information, law enforcement’s needs, and a recommendation on appropriate changes. 

Requirement: Law enforcement agencies (LEAs) must be able to perform multiple, simultaneous interceptions within a Network Operator (NWO)/ Access Provider (AP)/ Service Providers (SvP) network and at each of its relevant network elements (Intercept Access Points) located throughout the NWO/AP/SvP’s service area(s).

Recommendation:  This contribution proposes that the following text be added to the 3GPP suite of Technical Specifications for Lawful Intercept (i.e., TS 33.106, TS 33.107, TS 33.108).  The proposed text can be placed for example in Clause 6.4 (Quantitative Aspects) of TS 33.108 or Clause 5.6 (Minimum service requirements) of TS 33.106  to address requirements for quantitative aspects of the lawful intercept solution.  

Proposed Text:
The NWO/AP/SvP’s shall be able to perform multiple, simultaneous interceptions within a NWO/AP/SvP’s network and at each of its relevant network elements (Intercept Access Points) located throughout the NWO/AP/SvP’s service area(s). 

The capability for multiple, simultaneous interceptions shall include the following:

1. Ability to access and monitor all simultaneous communications originated, received, or redirected by the interception subject.

2. Ability for multiple LEAs to monitor, simultaneously, the same interception subject while maintaining unobtrusiveness, including between agencies.  For systems deployed in the US, up to five LEAs must be able to simultaneously monitor the same interception subject.

3. Ability of the NWO/AP/SvPs to simultaneously support a number of separate (i.e., multiple interception subjects) legally authorized interceptions within its service area(s), including different levels of authorization for each interception (i.e., IRI only, or IRI and communication content).

LEAs are responsible for ordering and acquiring adequate capacity in a timely manner for lawful interception to be performed.
C. Recommendation

Approve all recommended changes.














































� Consistent with item a) in Section 4.2 of ETSI TS 101 331 which states “The obligation of the network operator, access provider, service provider as to which telecommunications traffic shall be intercepted is subject to national laws.”  This requirement is also consistent with item b) in Section 4.13 (of ETSI TS 101 331) which states “In each case the characteristics shall be identifiable without unreasonable effort and shall be such that they allow clear determination of the traffic to be intercepted.”


� Equivalent to items a) and b) in Section 4.14 of ETSI TS 101 331. Item a) states “The maximum number of simultaneous interceptions against the same interception subject is network specific and should be defined (by national law…).”  Item b) states “If multiple interceptions are active, network operators/service providers/access providers shall take precautions to safeguard the identities of the monitoring agencies and ensure the confidentiality of the investigations.”


� Equivalent to item c) in Section 4.14 of ETSI TS 101 331. Item c) states “The multiple interception measures may require information according to different lawful authorizations.”
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