
Exploiting Passbook



Who am I?

• Undergraduate Computer Science Student

• Software Developer

• Vulnerability Researcher

• @DaKnObCS 



Disclaimer
All the content in this presentation is entirely 
hypothetical. Any similarity with real life people, 
companies, situations or places is entirely 
coincidental. What you are about to see is my 
work and I am not endorsed or affiliated by 
any third party, individual or company. I take no 
responsibility for your actions should you 
attempt any of this stuff.



What is passbook?



Passbook keeps things like airline boarding passes, 
movie tickets, and gift cards all in one place, letting 

you scan your iPhone or iPod touch to check in for a 
flight, get into a movie, redeem a coupon, and more.
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airline boarding passes,

to check in for a
flight



What is this all about?

• Easy ways to forge a valid Passbook Boarding Pass
• No technical knowledge required
• Can be done in a Chrome Book

• Get past the Security Checkpoint
• As long as you don’t carry any guns
• Or luggage ;(

• Get into an airplane



What you’ll need 

iPhone
With Passbook

Web Browser
Obviously not IE

Photo Editor
Any editor will do

Balls
A pair should do

The iPhone and the Safari are trademarks of Apple, Inc. The Photoshop icon is a trademark of Adobe. All rights to their respective owners.



STEP 1:
Find screenshots of an original 
boarding pass or use some you 
might have from previous trips.

( The more the better )



Three valid passes
I was lucky to have those. If
you aren’t, search on Bing

or Google :)
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STEP 2:
Use a WYSIWYG online service 
or Apple’s PassKit if you’re an 
enrolled developer to make an 
identically looking pass.

( It doesn’t have to be perfect )



Now let’s assume there’s a website called

and it looks like this...

© PassKit 2014. All rights reserved.





Pick the proper type



No need for this

No idea what is 
this, leave it

Here you have to 
place the airliner logo

(Notice the 100 px barrier)



You can use a search engine to find a proper image. 
Look for “$CompanyName logo filetype:png”



Now locate a logo that looks like the one in the Passbook. 
It doesn’t matter if it is the same color or size, you can 
always resize it, paint it and crop it later. 
Keep in mind: The bigger resolution the better

WARNING: 
SOME IMAGES 

MAY BE SUBJECT 
TO COPYRIGHT
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If your image editing skills are decent, you
will come to something like this here:
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But this is not quite 
identical, now is it?

You need to pad the 
logo within the image. 
I ended up using the 

following one.

(Without the border)
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}
Now what 
about the 

colors? This 
is the easiest 
part. Use the 
color picker 
on the valid 
pass image 
to get the 
hex value

T I P : B A C K G R O U N D 
C O L O R I S N O T 
ACCURATELY DISPLAYED 
ON THIS SITE, FIND THE 
H E X V A L U E F R O M 
SOMEWHERE LIKE THE 
LOGO IMAGE
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Name formatting is usually $Last/$First $Title
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The Bar Code

( And how to defeat it )



Types of bar codes

Aztec Code QR Code PDF417
Most common 

barcode. Has one 
alignment tile in the 

middle.

It has three alignment 
tiles in three of the 

corners.

Horizontal alignment. 
Resembles the 

traditional product 
barcodes.



Decoding the bar code

All smartphones can read these codes 
in our days. You can download a free 
app and decode them. At this point 
you need a few valid passes to 
compare the plaintext. 



Decoded Aztec Codes

M1LASTNAME/FIRSTNAME MRABCDEFG JFKSFOA7 1337 356Y099A0003 100

M1LASTNAME/FIRSTNAME MRABCDEFG JFKSFOA7 1337 356Y099B0002 100

M1LASTNAME/FIRSTNAME MRABCDEFG JFKSFOA7 1337 356Y099C0004 100

Format
Legs

Last / First Title
Only first 20 letters

Booking
Reference

From/To
Airport Gate Flight # Day of the 

year (1-366) Class
Seat #

Series
Static
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Extremely difficult to find pictures of the back side.
Extremely rare to be checked by anyone though.
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I’m a Developer!
Good for you!







I have the Pass. Now what?
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Terminal Cornucopia
Evan Booth

#HITB2013AMS

DO NOT 
ATTEMPT ANY 

OF THESE!



X
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Enjoy your trip!



Bonus





Citations











Thank you
Any questions?


