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Attacks specific to  
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Change cognitive messages being sent through network 
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Attacks on Crypto 
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Attacks on Data Privacy 
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Countermeasures 



Cooperative Intrusion Detection 
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Why this matters 







 



Tools 







Level 

30 MHz to 4.4 GHz 
60 mW 
SimpliciTI 
Fits Arduino shields 
~$100 in quantity 



 



 



 



 



 



 



 







MyriadRF ($300) 

Other tools 

HackRF ($300) 

Michael Ossmann Azio 

BladeRF ($420) 

Nuand 



What’s next 



Latest version of these slides + code & schematics: 
 

defcon21.hscott.net 
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