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2YHUYLHZ

� 7\SHV�RI�5LVNV�WR�5HVHDUFKHUV
� 5LVN�0LWLJDWLRQ�6WUDWHJLHV
� 'LVFORVXUH�2SWLRQV

Your Goal: Be a Harder Target 
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ELOOV�E\�FKDQJLQJ�WKH�KWWS�TXHU\�VWULQJ
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Many of the same risks apply
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&ULPLQDO�SURVHFXWLRQ
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&)$$�5LVN�0LWLJDWLRQ

'R�QRW�GLUHFW�WHFKQLTXH�LQIRUPDWLRQ�WR�
VRPHRQH�\RX�suspect RU�should know 
LV�OLNHO\�WR�XVH�LW�LOOHJDOO\�



#WRGE#FLSKHUODZ
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%H�FDUHIXO�LQ�SURYLGLQJ�³VXSSRUW´�

“If I were your lawyer, I’d advise you 
not to answer that tweet.” 
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&RQVLGHU�QRW�SURYLGLQJ�WHFKQLTXH�LQIRUPDWLRQ�directly to any 
individuals DQG�OLPLWLQJ�GLVWULEXWLRQ�WR�ZHEVLWHV�RQO\�
'R�QRW�SURPRWH�WKH�GLVFORVXUH�RQ�forums known to support 
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'R�QRW�PDLQWDLQ�ORJV�
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'LVFORVXUH�2SWLRQV

1R�JRRG�GHHG�JRHV�XQSXQLVKHG
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7ZR�6WDJH�'LVFORVXUH
2IIHU�PRUH�GHWDLOV�LI�WKH\
OO�EH�UHDVRQDEOH�
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5HDVRQDEOH�3UHFDXWLRQV
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�9XOQHUDELOLW\�GHWDLOV�WR�EH�GLVFORVHG�RQ�VLWH�

9HQGRU��7%$
'HWDLOV��7%$
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6HFXUH�&RPPV�$UH�5HDOO\�+DUG



#WRGE#FLSKHUODZ

2EIXVFDWLQJ�0HWD�'DWD

Authorship Analysis in Cybercrime 
InvestigationKWWS���ZZZ�SHUVRQDO�SVX�HGX�IDFXOW\�K�X�KX]��=DQ�SDSHUV�
DXWKRUVKLS�LVL���SGI



#WRGE#FLSKHUODZ

4XHVWLRQV"
6KRRW�


